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+ 80M+
malicious requests 

blocked/day
=

GLOBAL NETWORK
• 80B+ DNS requests/day
• 65M+ biz & home users
• 25 Data Centers
• 100% uptime
• Any port, protocol, app

UNIQUE ANALYTICS
• security research team
• automated classification
• BGP peer relationships
• 3D visualization engine

What is OpenDNS?
DNS Services Built for World’s Largest Security Platform
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DNS is Used by Every Device on Your Network

ANY OPERATING SYSTEM
Win, Mac, iOS, Android, 

Linux, custom app 
servers, and even IoT

ANY TOPOLOGY
no matter how your 

LAN or WAN is set up, 
it simply works

ANY OWNER
network’s DHCP tells 

every connected device 
where to point DNS
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CHALLENGES

Multiple Internet 
Service Providers

Direct-to-Internet
Branch Offices 

Users Forget to 
Always Turn VPN On

Different DNS 
Log Formats

Who Resolves Your DNS Requests? 

Authoritative DNS for 
Intranet Domains 
Recursive DNS for 
Internet Domains 

BENEFITS

Global Internet 
Activity Visibility

Network Security 
w/o Adding Latency

Consistent Policy
Enforcement

Internet-Wide 
Cloud App Visibility

ISP 1

mobile
carrier

ISP 2

ISP 3

ISP ?

ISP ?

ISP ?

Authoritative DNS for 
Intranet Domains 
Recursive DNS for 
Internet Domains 

Leveraging a Single Global Recursive DNS Service
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Predictive Detectors Used by OpenDNS

• SecureRank
• Co-Occurrences
• NLPRank
• DGA Detectors
• Traffic Spike Detectors
• IP Space Monitoring
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Request 
of Ransom

Encryption 
of Files

C2 Comms & 
Asymmetric Key 

Exchange

Typical Ransomware Infection

Infection 
Vector
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NAME DNS IP NO C2 TOR PAYMENT

Locky ⬤ ⬤ DNS

SamSam ⬤ DNS (TOR)

TeslaCrypt ⬤ DNS

CryptoWall ⬤ DNS

TorrentLocker ⬤ DNS

PadCrypt ⬤ DNS (TOR)

CTB-Locker ⬤ ⬤ DNS

FAKBEN ⬤ DNS (TOR)

PayCrypt ⬤ DNS

KeyRanger ⬤ ⬤ DNS

Encryption Key Payment MSG

Most Ransomware Relies on C2 Callbacks
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Feeling Locky?
- Encrypts & renames the 

infected device’s 
important files with .locky
extension

- Appx 90,000 victims per 
day [1]

- Ransom ranges from 0.5 –
1.0 BTC (1 BTC ~ 799 
USD)

[1] Forbes Ransonware Crisis
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Blocking Ransomware: Real World Example with a Locky Domain
dqtfhkgskushlum[.]org (detection date: March 15th 2016)
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What do we know about this domain? 
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Locky – Blocking a Ransomware Domain

Original 
Domain and 
malware URL.

Known Malware 
Hashes hosted 
on that domain. 

Shared IP 
Address Space.

Co-Occuring
Domains

TOR Hosted 
Domains
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Locky – Blocking a Ransomware Domain

Initial Domain 
and Related 
Infrastructure

Domains with high 
rate of Co-
occurrence. 

TOR Based 
Domain 
Hosting 
Separate 
Cluster of 
Malware 
Hashes

Two malware 
distribution 
points – one 
TOR and one 
Unleaded. 

Multiple sites to 
direct the victim 
to the malware.
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TG Link: 
https://panacea.threatgrid.com/samples/67172aee0c03ef6bfeea05f0362b5753
(detection date: 5/18/16 18:31:09)

As you may see from the tags, the protection is enforced across all Cisco products

Discover the Threats Before They Happen!
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Discover the Threats Before They Happen

VT Link: 
https://www.virustotal.com/en/file/4f7bbe0037f4faf2eaa5b08821c7bb22da0b0634f1cc82594b88a5a96fc05f
96/analysis/
(first analysis: 5-28-2016, 10 days after first sample hit ThreatGrid, see previous slide)
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#DemoTime!


